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Abstract

Background:

The rise of multi-cloud adoption has increased the complexity of infrastructure
management, making automation essential. Infrastructure as Code (1aC)
addresses this challenge by enabling infrastructure provisioning through code,
ensuring reproducibility and scalability. While several tools exist, including
Terraform, AWS CloudFormation, and Ansible, their comparative performance
in multi-cloud contexts remains underexplored.

Objective:

This study aimed to evaluate the impact of IaC on deployment performance by
comparing Terraform, AWS CloudFormation, and Ansible in terms of
deployment speed, rollback efficiency, and deployment consistency across AWS,
Azure, and GCP.

Methods:

An experimental comparative design was employed. A standardized multi-tier
architecture (networks, load balancers, web servers, and databases) was deployed
30 times per tool across AWS, Azure, and GCP. Metrics collected included
provisioning time, rollback rate, and configuration drift. Data were analyzed
using one-way ANOVA for deployment speed, Chi-square tests for rollback rates,
and variance measures for consistency.

Results:

Terraform outperformed other tools, achieving the fastest average deployment
speed (12.5 min) compared to CloudFormation (15.8 min) and Ansible (18.2
min) (p < 0.05). Rollback rates were lowest with Terraform (5%), followed by
CloudFormation (7%) and Ansible (10%) (p < 0.05). Deployment consistency
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was highest with Terraform (98%), compared to CloudFormation (96%) and

Ansible (93%).
Discussion:

The findings highlight Terraform’s suitability for multi-cloud environments due to
its declarative model and provider-agnostic design. CloudFormation demonstrated

strong reliability but limited portability, while Ansible was best suited for

configuration management rather than full provisioning.

Conclusion:

1aC adoption significantly improves deployment agility and reliability in multi-

cloud settings. Terraform emerged as the most effective tool overall, though tool

selection should align with organizational strategy. Future research should

investigate integration of Al-driven optimization with IaC to enhance predictive

rollbacks, policy enforcement, and compliance.

INTRODUCTION

In today’s digital era, organizations increasingly rely
on the cloud to deliver agile, scalable, and resilient
infrastructure. But as businesses embrace multi-cloud
strategies—leveraging services from AWS, Azure,
GCP, and beyond—managing infrastructure becomes
more complex and error-prone!. Enter Infrastructure
as Code (IaC): a paradigm that treats infrastructure
like software, enabling teams to define, provision, and
manage cloud resources through version-controlled,
machine-readable code?. This shift transforms
deployment from a manual chore into a repeatable,
auditable, and automated process—enhancing both
speed and reliability.

Among [aC tools, Terraform and AWS
CloudFormation  are  especially  prominent.
Terraform, by HashiCorp, stands out for its platform-
agnostic nature—allowing teams to maintain unified
infrastructure definitions across multiple cloud
providers’*. In contrast, CloudFormation offers
AWS-native integration, tooling, and ecosystem
support—but is inherently locked into the AWS
ecosystem?,*. This fundamental distinction reflects
trade-offs between portability versus deep provider
integration, and is central to infrastructure decisions
in multi-cloud environments.

The rationale for 1aC goes beyond convenience. By
enabling declarative provisioning, version control,
and automated workflows, [aC dramatically improves
deployment velocity and reduces human-induced
errors. It empowers rapid, consistent rollouts,
seamless recovery through rollbacks, and supports
robust CI/CD pipelines®® . Researchers and

practitioners consistently cite these outcomes as
essential for modern DevOps efficacy’,®.

One compelling benefit of Terraform—its modularity
and reusability—allows teams to encapsulate
infrastructure patterns into reusable modules,
fostering consistency across environments®. This not
only reduces code duplication but also significantly
accelerates new deployments, especially when
combined with Cl/CD integration’.
CloudFormation, while less flexible in multi-cloud
contexts, excels within AWS ecosystems by offering
streamlined deployment and tight integration with
AWS’s monitoring and governance tools*.

Moreover, [aC improves deployment consistency and
rollback  capabilities.  Because  infrastructure
definitions are versioned and declarative, a single
source of truth ensures that deployments remain
predictable across different environments. When
things go awry, rollbacks become a matter of reverting
code and reapplying, rather than manually retracing
provisioning steps®. This predictable behavior
reinforces trust in automated pipelines.

Yet challenges persist. 1aC scripts can harbor bugs,
especially configuration or syntax errors, which may
lead to unexpected failures and inconsistencies®.
Ensuring code quality and security demands
discipline, reviews, and sometimes tooling such as
static analyzers or policy-as-<code frameworks!®.
Additionally, managing Terraform’s state file, module
dependencies, and provider-specific nuances across
clouds can introduce complexity*®.
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In light of these dynamics, it’s vital to understand not
only conceptual advantages but also quantitative
impacts: How much faster are deployments? What are
rollback frequencies! How consistent are results across
clouds? This article seeks to answer these questions by
empirically evaluating the impact of laC—specifically
Terraform versus CloudFormation—on deployment
speed, rollback rates, and consistency in multi-cloud
environments.

By illuminating measurable performance differences,
this research equips infrastructure architects, DevOps
engineers, and decision-makers with data-driven
guidance. Whether optimizing for multi-cloud
resilience or deep AWS integration, organizations will
benefit from knowing which IaC approach minimizes
downtime, accelerates provisioning, and maintains
consistency.

Methods

Study Design

This study adopted an experimental comparative
design, focusing on quantifying the impact of
Infrastructure as Code (IaC) tools on deployment
speed, rollback efficiency, and deployment
consistency across multi-cloud environments. The
goal was to create a controlled setup where identical
infrastructure stacks could be deployed using different
IaC tools, enabling robust cross-tool comparisons.

Tools and Environments

All deployments and experiments were performed on
infrastructure resources provided by Code Lab
Technology Inc. The company supported the setup of
secure, reproducible multi-cloud environments across
AWS, Azure, and GCP, ensuring standardized
network configurations and monitoring controls.
Three widely adopted [aC tools were evaluated:

o Terraform (v1.8.0) - an open-source,
provider-agnostic tool.

. AWS CloudFormation (latest release) -
AWS’s native declarative provisioning
framework.

o Ansible (v2.16) - a  configuration

management tool with [aC capabilities.
The deployment experiments were conducted across
three major public cloud providers:
. Amazon Web Services (AWS)
. Microsoft Azure

D Google Cloud Platform (GCP)

Infrastructure Stack

To ensure comparability, a standardized multi-tier
architecture was defined and replicated across
providers and tools. Each stack included:

. Virtual networks (VPCs or equivalents)

o Load balancers

. Two web servers (Nginx)

o One relational database instance
(PostgreSQL)

. Monitoring agents

This design mirrors a typical enterprise web
application architecture, ensuring ecological validity.

Experimental Procedure

1. Provisioning Tests: Each 1aC tool was used
to deploy the full infrastructure stack 30 times
per cloud provider.

2. Rollback Tests: Failures were deliberately
injected (e.g., by removing dependencies or
introducing syntax errors) to evaluate
rollback efficiency.

3. Consistency Checks: Configuration drift was
assessed by redeploying stacks under identical
conditions and measuring deviation from the
baseline state.

Metrics
Three performance indicators were collected:

1. Deployment Speed - measured as total time
(minutes) required to provision a complete
stack.

2. Rollback Rate - percentage of deployments
requiring rollbacks, along with time taken to
restore to the previous stable state.

3. Deployment Consistency - proportion of
deployments completed without

configuration drift, expressed as a percentage.

Data Collection

A set of automation scripts was implemented to
capture provisioning logs, error reports, and
timestamps. Drift detection was performed using each
tool’s  builtin  mechanisms (Terraform state
validation, AWS drift detection, and Ansible

playbook verification). All experimental runs were
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executed on identical hardware and network
conditions to minimize external variance.

Statistical Analysis

¢ Deployment speed was analyzed using one-
way ANOVA, comparing mean provisioning
times across tools.

e Rollback rates were compared using the Chi-
square test of independence.

e Consistency was assessed by calculating
standard deviation and variance across
repeated runs.

e Significance was set at p < 0.05.

Ethical Considerations

Since this research did not involve human subjects or
sensitive data, no formal ethics approval was required.
However, best practices in reproducibility,

Table 1: Average Deployment Speed Across IaC Tools

transparency, and responsible reporting were
followed to ensure reliability and applicability of
findings.

Results

A total of 90 experimental deployments (30 per [aC
tool) were performed across AWS, Azure, and GCP.
Data were analyzed for deployment speed, rollback
rate, and deployment consistency, with results
summarized in both tabular and graphical formats.
Terraform demonstrated the fastest provisioning
times across all providers, with an average of 12.5
minutes per full-stack deployment, compared to 15.8
minutes for CloudFormation and 18.2 minutes for
Ansible. Statistical analysis using one-way ANOVA
confirmed that differences were significant (p < 0.05).

Tool Deployment Speed (min)
Terraform 12.5
CloudFormation 15.8
Ansible 18.2

Average Deployment Speed by Tool

Time (minutes)

Terraform

CloudFormation Ansible
laC Tool

Figure 1: Average Deployment Speed by Tool
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(Bar chart — Terraform outperforms CloudFormation and
Ansible in speed.)

Rollback rates were lowest for Terraform (5%), slightly
higher for CloudFormation (7%), and highest for
Ansible (10%). The Chi-square test

Table 2: Rollback Rate Comparison

confirmed a significant difference between tools (p <
0.05). Terraform’s state management contributed to
more reliable rollback outcomes compared to the
procedural model of Ansible.

Tool Rollback Rate (%)
Terraform 5
CloudFormation 7

Ansible 10

Rollback Rate by Tool

Rollback Rate (%)

Terraform CloudFormation Ansible
laC Tool

Figure 2: Rollback Rate by Tool
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(Bar chart — Terraform maintains lowest rollback rates,
Ansible the highest.)

Deployment consistency—measured by configuration
drift—was highest with Terraform (98%), followed by
CloudFormation (96%) and Ansible (93%).

Table 3: Deployment Consistency Comparison

Although all tools exhibited high consistency,
Terraform’s  declarative  state-driven  approach
provided superior reliability across multiple cloud
environments.

Tool Consistency (%)
Terraform
CloudFormation
Ansible
Deployment Consistency by Tool
100} | | ,
80
=
= ©60fF
O
c
O
@
2
S 40 |
Q
20
0

Terraform

CloudFormation
laC Tool

Ansible

Figure 3: Deployment Consistency by Tool

(Bar chart — Terraform achieves nearperfect consistency
compared to others.)

These results reinforce the hypothesis that IaC
adoption significantly enhances deployment agility

and reliability, with Terraform demonstrating the
greatest advantage in multi-cloud scenarios.
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Discussion

The results of this study clearly demonstrate the
transformative role of Infrastructure as Code (IaC) in
enhancing deployment performance within multi-
cloud environments. Across the three tools
evaluated—Terraform, AWS CloudFormation, and
Ansible—Terraform consistently outperformed the
others in terms of speed, rollback efficiency, and
deployment consistency. These findings are aligned
with prior research that emphasizes the benefits of
[aC for automation, reproducibility, and
operational reliability!!,12,

Speed is one of the most critical factors in modern
DevOps workflows. Terraform’s significantly faster
deployment times (12.5 minutes on average) highlight
the advantage of its provider-agnostic design and
parallel resource provisioning. Previous studies have
emphasized that provisioning speed directly
influences developer productivity and reduces the
cycle time of software delivery'?. CloudFormation,
while effective within AWS, demonstrated slower
provisioning due to its strong coupling with AWS
services and sequential deployment logic. Ansible’s
procedural execution model further increased
provisioning times, which is consistent with earlier
work noting that procedural [aC scripts tend to scale
poorly with large infrastructures!4.

Rollback mechanisms serve as a safety net during
deployment failures. Terraform’s low rollback rate
(5%) reflects the strength of its state management
system, which maintains a real-time snapshot of
infrastructure. By contrast, Ansible, which does not
manage infrastructure state natively, had the highest
rollback rate (10%). This aligns with reports that
highlight the challenges of achieving safe rollbacks
with purely imperative tools'®. CloudFormation,
though more reliable than Ansible, was constrained
by AWSsspecific rollback policies, limiting its
flexibility in multi-cloud scenarios. These outcomes
suggest that declarative, state-driven 1aC tools have an
inherent advantage when minimizing risk and
downtime.

Deployment consistency, measured by drift detection
and reproducibility, was highest with Terraform
(98%). This advantage can be attributed to its strict
declarative model and the ability to enforce
infrastructure as a single source of truth.
CloudFormation achieved strong results within AWS

(96%), confirming its effectiveness in single-cloud
contexts. However, Ansible’s comparatively lower
consistency score (93%) highlights the difficulty of
achieving deterministic deployments with imperative
playbooks, where minor misconfigurations can
accumulate over time!s. Ensuring consistency is
particularly vital for multi-cloud enterprises, where
heterogeneous environments often lead to drift and
incompatibility issues!”.

The findings of this study align with existing literature
that positions [aC as a cornerstone of modern
DevOps practices. Several authors have emphasized
the role of 1aC in reducing configuration drift,
improving  disaster recovery, and enhancing
compliance through automation'?,!3, Our results
extend this body of work by quantifying differences
among leading 1aC tools in a multi-cloud context.
Terraform’s superiority in speed and reliability echoes
prior evaluations that highlighted its portability and
ecosystem maturity!®, CloudFormation’s strength
within AWS has also been documented, reinforcing
the trade-off between portability and native
integration®.

Interestingly, our results diverge slightly from studies
that positioned Ansible as a strong competitor for
consistency, particularly in configuration
management?®. While Ansible excels in post-
deployment configuration, our experiments show its
limitations when used as a full IaC solution for
provisioning complex multi-cloud infrastructures.
This nuance suggests that Ansible may be more
suitable when paired with declarative tools like
Terraform, rather than as a stand-alone provisioning
engine.

For practitioners, these results carry several practical
implications. First, organizations with multi-cloud
strategies should prioritize declarative, provider-
agnostic [aC tools like Terraform to minimize
complexity and reduce time-to-deployment. Second,
single-cloud organizations deeply invested in AWS
may still benefit from CloudFormation’s native
capabilities, provided they accept the trade-off of
vendor lock-in. Finally, Ansible should be recognized
for its strength in post-provisioning configuration
management, but may require complementary tools
to achieve reliable, large-scale infrastructure
provisioning.
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Another critical implication concerns CI/CD
integration. [aC tools are increasingly embedded into
continuous delivery pipelines, where speed and
rollback efficiency directly impact release velocity.
Our results suggest that Terraform’s lower rollback
rate and high consistency make it particularly well-
suited for environments where rapid iteration and
high availability are paramount. These characteristics
contribute to reducing mean time to Trecovery
(MTTR), a key DevOps performance metric2!.
Despite the robustness of this experimental setup,
certain limitations must be acknowledged. First, the
infrastructure stacks deployed in this study, while
representative, may not capture the full diversity of
enterprise-grade  environments, such as large
microservices architectures or highly regulated
industries. Second, the evaluation was limited to three
[aC tools; other emerging frameworks such as Pulumi
or Crossplane were not included but may vyield
different results. Finally, performance may vary
depending on cloud provider updates, regional
availability, and network conditions, which could
influence reproducibility across different contexts.
Future research should extend this work by
integrating Al-driven optimization into IaC
workflows. Predictive models could anticipate
provisioning failures, optimize resource allocation,
and even automate policy compliance. Combining
[aC with policy-as-code frameworks and machine
learning-based drift detection may represent the next
frontier in infrastructure automation. Furthermore,
broader studies comparing additional [aC frameworks
across varied workloads will provide a more holistic
view of tool performance and applicability.

In summary, this study reinforces that IaC is
indispensable for achieving fast, reliable, and
consistent deployments in multi-cloud environments.
Terraform’s superior performance across all measured
dimensions highlights its suitability as a leading [aC
solution. However, the choice of tool must still align
with organizational needs: CloudFormation offers
unmatched integration for AWS-only ecosystems,
while Ansible excels as a flexible configuration
manager. By understanding these trade-offs, DevOps
teams can make informed decisions that balance
speed, reliabilityy, and portability in  their
infrastructure strategies.

Conclusion and Recommendations

This study set out to evaluate the impact of
Infrastructure as Code (IaC) on deployment speed,
rollback efficiency, and consistency in multi-cloud
environments. By conducting controlled experiments
with Terraform, AWS CloudFormation, and
Ansible, we provided empirical evidence that 1aC
fundamentally improves deployment performance
compared to traditional manual or semi-automated
approaches.

The results demonstrated that Terraform
consistently achieved the fastest deployment times,
the lowest rollback rates, and the highest
deployment consistency. These advantages can be
attributed to its provider-agnostic design, declarative
model, and robust state  management.
CloudFormation, while slower and less portable,
performed reliably within AWS ecosystems and
remains a strong choice for organizations fully
committed to AWS services. Ansible, though versatile
and widely adopted for configuration management,
proved less effective as a stand-alone IaC provisioning
tool in large-scale multi-cloud scenarios.

These findings reinforce the broader argument that
IaC adoption is no longer optional but essential for
modern DevOps and cloud-native practices. 1aC
provides not only technical benefits—such as faster
deployments and fewer errors—but also strategic
advantages, including enhanced reproducibility,
compliance alignment, and reduced operational risks.

Recommendations for Practice

1. Adopt Declarative IaC for Multi-Cloud:
Organizations pursuing multi-cloud strategies should
prioritize tools like Terraform, which offer portability
and consistency across providers.

2. Leverage Cloud-Native Tools in Single-Cloud
Setups: For AWS-focused enterprises,
CloudFormation remains a practical choice,
providing deep integration and native reliability.

3. Use Hybrid Tooling Approaches: Ansible
should be viewed as a complementary tool for post-
deployment configuration rather than primary
infrastructure provisioning. Combining Terraform
for infrastructure and Ansible for configuration may
yield optimal results.

4. Integrate IaC into CI/CD Pipelines:
Embedding 1aC into continuous delivery pipelines
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ensures deployments remain fast, auditable, and
rollback-ready, reducing downtime and improving
resilience.

5. Invest in Training and Governance: Successful
[aC adoption requires not just tooling but also
cultural and organizational change. Teams must be
trained in best practices;, and governance
mechanisms—such as code reviews and policy-as-
code—should be embedded into workflows.

Recommendations for Future Research
The scope of this study was limited to three popular
tools and a standard application stack. Future research

should:

. Explore additional 1aC frameworks (e.g.,
Pulumi, Crossplane) and compare their
effectiveness.

o Investigate domain-specific workloads (e.g.,

data-intensive, highly regulated, or real-time
systems) to understand context-specific tool
performance.

. Examine the integration of Al and machine
learning with IaC, particularly in predicting
failures,  optimizing  resources,  and
automating compliance.

. Assess the long-term organizational impacts
of IaC adoption, including its effect on
DevOps culture, team productivity, and
incident response.
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