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Abstract

The increasing frequency, complexity, and operational impact of cybersecurity
threats necessitate intelligent systems that can quickly detect and effectively
remediate threats. Using an alert-level analytical design, this study assessed an Al-
enabled cybersecurity framework for recognizing and mitigating cyber threat
events. 500 Cybersecurity alert records were analyzed; both threat and non-threat
events. The diagnostic performance of the Al-based model was evaluated using
accuracy, sensitivity, specificity, positive and negative predictive wvalues, and
receiver operating characteristic curve analysis. Chi-square tests were used to assess
correlations between cybersecurity indicators and cyber-threat status, and logistic
regression was used to evaluate predictors of cyber-threat occurrence. Of the 500
analyzed alerts, 179 were actual cyber-threat events, or a 35.8% overall threat
incidence. This Al-based model achieved an overall accuracy of 91.0%, sensitivity
of 74.9%, specificity of 100.0%, positive predictive value of 100.0%, and
negative predictive value of 87.7%. Then, the ROC-AUC was 0.997, indicating
perfect discrimination. Actual threat status was most significantly associated with
patch status, strange port access, geo-anomaly, and signature match. It indicates
that threat detection, alert prioritization, and timely mitigation with autonomous
decision-making capability can be improved by Aldriven systems. This result
clearly demonstrates the need for continuous optimization of classification,
threshold adjustment, and expert review to create stronger overall detection and
improve threat capture.

The rapid growth of digital technologies, cloud
computing, Internet of Things systems, digital
platforms, and interlocked
organizational networks has made cybersecurity
threats more complex and frequent (Ayodele et
al.,, 2024). Cyberattacks have evolved from just
unauthorized access to
include malware, phishing, distributed denial-of-
service (DDoS) attacks, brute-force intrusions,
insider anomalies, ransomware-related acts, and

financial

information to also

advanced persistent threats. These attacks can
result in compromised data confidentiality,
availability degradation, reputation loss as well as
financial and operational losses (Obi et al., 2024).
Despite the increasing scale and sophistication of
cyber threats, legacy rule-based security systems
encounter difficulties in detecting barely visible,
advanced, or rapidly changing attack patterns

(Ganesan et al., 2019).

https://jmhorizons.com

| Sagheer et al., 2026 |

Page 124


mailto:*1faizansagheer09@gmail.com
https://doi.org/10.5281/zenodo.20699713

Journal of Media Horizons
ISSN: 27104060 2710-4052

Volume 7, Issue 6, 2026

Artificial intelligence is rapidly emerging as a
major avenue towards strengthening detection
and response to cybersecurity threats. By
analyzing large volumes of network traffic,
endpoint behavior, login patterns, access activity,
and indicators of anomalies in realtime, Al
systems can help organizations quickly detect
possible intrusions after they occur. With
traditional security solutions dependent on static
signatures, Al-based models can help to identify
anomalous patterns, detect anomalous behavior,
classify alerts, and predict threats ahead of time
before they can become threats (Shanthi et al.,
2023). By filtering through massive numbers of
alerts and redefining threat classification,
machine learning and smart analytics can
alleviate the pressure on Cybersecurity analysts.
Nevertheless, recognizing the urgency of timely
mitigation decisions, these solutions are only
valuable when they achieve high accuracy and
overall low rates in both false positives and false
negatives (Ghadermazi et al., 2024).

Threat mitigation is very important in
cybersecurity because detecting threats is not
enough without response actions. Some
remediation strategies include denial of access,
endpoint isolation, credential resets, blocking,
constant monitoring, and escalation to incident
response teams (Leventopoulos et al., 2024).
Factoring Al into cybersecurity operations can
bolster mitigation efforts, as organizations can use
Al to zero in on high-priority alerts, identify
appropriate response strategies, reduce response
time, and minimize operational disruption. Thus,
this research sought to evaluate an Al-based
cybersecurity framework for threat detection and
mitigation in terms of detection performance,
examine the leading security indicators most
susceptible to cyber-threat events, and analyze the
interactions between mitigation strategies and
cybersecurity response measures (ABEL et al.,

2024).

2. Methodology
2.1 Study Design
This was an analytical study conducted at
Department of Computer Science, Islamia
University of Bahawalpur, Bahawalpur, Punjab,

Pakistan to see How an Al-based cybersecurity
framework works for detecting or mitigating
threats. They used an Alertlevel analytical
method in which each observation represented a
cybersecurity event detected by an Al-based
detection system.

2.2 Study Variables

The outcome variable assessed in this study was
whether the threat status was real (threat) or not
(non-threat). Threat events involved malware,
phishing, distributed denial-of-service attacks,
brute-force attempts, insider anomalies, and
ransomware prep work. Predictor Variables: Al
threat score, failed logins, endpoint risk score,
patching status, geo-anomaly, unusual port access,
signature match, traffic volume, user privilege
level, and device type.

2.3 Al-Based Threat Detection

The  Alpowered  framework  categorized
cybersecurity alerts by their probability score. The
alerts that scored higher fall under the suspicious
or _malicious category. The performance of the
detection was compared with the actual threat
status detected in both methods: Al-generated
classification vs. real threat status. The
classification results were categorized into true
positive, true negative, false positive, and false
negative.

2.4 Mitigation Strategy Assessment

Response time, containment status, downtime,
and data exfiltration indicator were used to
evaluate the mitigation effectiveness. Mitigation
actions such as monitoring, access restrictions,
endpoint isolation, credential resets, traffic
blocking, and incident escalation were included.
Successful mitigation was defined as containing
the threat, but no evidence of exfiltrated data.

2.5 Statistical Analysis

We used IBM SPSS Statistics to analyze data. For
all study variables, descriptive statistics were
computed. Frequencies and percentages for
categorical variables and means and standard
deviations for continuous variables were
calculated.
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Chisquare tests were used to assess the
association between categorical predictors and
actual threat status. We conducted binary logistic
regression to identify predictors of cyber-threat
occurrence. Outcomes were expressed as odds
ratios with 95% confidence intervals. Receiver
operating characteristic curve analysis was
performed for assessment of discrimination of Al
threat scores. Model performance was assessed
using the accuracy, sensitivity, specificity, positive
and negateve predictive value, and area under
curve. Statistical significance was defined as p-

values < 0.05.

3. Results

3.1. Distribution of Cybersecurity Alerts

We examined 500 records of cybersecurity alerts.
Out of these alerts, 179 alerts (35.8%) belong to
cyber-threat event type, while 321 alerts (64.2%)
were classified as non-threat events. Of these
alerts, the Al-based system responded with 134
alerts as threat alerts and 366 alerts as non-threat
alerts.

Variable Category Frequency Percentage
Total alerts analyzed — 500 100.0
Actual threat status Threat 179 35.8
Actual threat status Non-threat 321 64.2

Al detection status Detected as threat 134 26.8

Al detection status Detected as non- 366 73.2

threat

3.2. Distribution of Cyber-Threat Types

Of the 179 alerts classified as true threats, the
documented threat types consisted of malware,
phishing, distributed denial-of-service attacks,
brute-force attempts, insider anomalies and
ransomware precursor activity.

3.3. Al Detection Outcomes

In the comparison of actual threat status along
with Al classification, there were 134 true
positive alerts, 321 true negative alerts, 45 false
negatives, and no false-positive classification alerts
were recorded. The results suggest that the Al
model was very specific but not sensitive; many of
the cyber-threat events it flagged as non-cyber-
threat events were actually true positives.

Detection outcome Frequency Percentage
True positive 134 26.8

True negative 321 64.2

False negative 45 9.0

False positive 0 0.0

Total 500 100.0

3.4. Diagnostic Performance of the Al-Based
Threat Detection Model

The Al-driven threat detection model achieved
an overall accuracy of 91.0%. Sensitivity was
74.9%, indicating that the model correctly
identified approximately three-fourths of actual

cyber-threat events. Specificity was 100.0%,
showing that all non-threat events were correctly
classified as non-threats. The positive predictive
value was 100.0%, while the negative predictive
value was 87.7%.
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Performance metric Value
Accuracy 91.0%
Sensitivity 74.9%
Specificity 100.0%
Positive predictive value 100.0%
Negative predictive value 87.7%
False-negative rate 25.1%
False-positive rate 0.0%
ROC-AUC 0.997
95% CI for ROCAUC 0.994-1.000
3.5. Receiver Operating Characteristic Curve 3.6. Association Between  Cybersecurity
Analysis Indicators and Actual Threat Status
Receiver operating characteristic curve analysis The chissquare test showed that patch status,
showed excellent discriminatory performance of unusual port access, geo-anomaly, and signature
the Al threat score. The area under the curve was match were significantly associated with actual
0.997, with a 95% confidence interval of 0.994- cyber-threat status. Signature match showed the
1.000. This indicates that the Al threat score had strongest association with threat classification,
a strong ability to distinguish threat alerts from followed by unusual port access, patch status, and
non-threat alerts. geo-anomaly.
Predictor variable Statistical test Test value  p-value Interpretation
Patch status Chi-square test 87.71 <0.001  Significant association
Unusual port access Chi-square test 113.25 <0.001  Significant association
Geo-anomaly Chi-square test 85.72 <0.001  Significant association
Signature match Chi-square test 226.86 <0.001  Strong significant association
3.7. Predictors of Cyber-Threat Occurrence access, geo-anomaly and signature match was
The results of binary logistic regression analysis positively associated with the probability of
revealed that owning a higher endpoint risk correct  cyberthreat  classification.  Threat
score, higher failed login attempts, unusual port occurrence was also associated with patch status.
Predictor Direction of Interpretation
variable association
Endpoint risk  Positive Higher endpoint risk increased the likelihood of actual threat
score occurrence
Failed login  Positive Increased failed login attempts were associated with higher
attempts threat likelihood
Unusual port Positive Presence of unusual port activity increased the likelihood of
access threat occurrence
Geo-anomaly Positive Geographic anomaly was associated with increased threat

Signature match ~ Positive

Patch status Associated

likelihood

Signature match strongly increased the likelihood of actual
threat classification

Unpatched or outdated systems were more frequently linked
with threat events
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3.8. Mitigation Strategy Distribution and
Response Assessment

Mitigation tactics involved monitoring, restricting
access, isolating the endpoint, resetting user
credentials, blocking traffic and escalating the

incident. Response time, containment status,
downtime, and indicators of data exfiltration
were also evaluated as part of mitigation
response.

Mitigation variable Description

Outcome relevance

Mitigation strategy

Response time
initiation

Containment status

Action applied after detection

Whether the threat was controlled

Evaluated the type of response
used

Time from alert generation to mitigation Measured response efficiency

Assessed mitigation success

Downtime Operational disruption following the alert Measured system impact
Data exfiltration Evidence of unauthorized data transfer Assessed severity of security
indicator failure

4. Discussion

We explored an  Albased cybersecurity
framework for threat detection and mitigation in
this research. The performance was shown to be
very high overall, with excellent specificity and a
ROC-AUC indicating very good discrimination
between threat and non-threat alerts. This
suggests that the Al system performed very well in
accurately marking nonthreat events with high
specificity and positive predictive value, thus
reducing excessive false-positive alarms. This is a
very important in cybersecurity operations
because too many false positives can present
unnecessary burdens, slow down response times,
and erode trust in the automated detection
deployment (Almarzooqi et al., 2025).

The model performed well overall, but sensitivity
was lower than specificity. This means that some
cyber threats were not detected because false-
negative cases were observed. False negatives are
especially damaging, as a threat could result in
system compromise, data exfiltration, service
disruption, or network compromise without
detection in real-world cybersecurity ecosystems
(Erbacher, 2022, Muoio, 2023). Thus, while all
indications are that the model can be trusted to
report detected threats, it might need further
fine-tuning in identifying all types of malicious
activity especially when they are stealthy or in the
early stages of infection, such as ransomware
precursors, insider anomalies, and low-frequency
intrusion attempts (Wang et al., 2024).

The association analysis identified patch status,
unusual port access, geo-anomaly, and signature
match as being significantly associated with the
true cyber-threat status. These results substantiate
the approach of including system-level
vulnerabilities, behavioral deviations, and known
threat signatures when creating an Al-based
cybersecurity model. The highest correlation to
actual threat status came from signature match
(Ara, 2026, Chen et al., 2024). Additionally,
while geo-anomaly and east-west port access rely
on both anomaly-based detection and a baseline
of pre-existing threat signatures, they equally
underscore the importance of anomaly-based
detection for recognizing suspicious activity. This
justifies combining signature and behavior
detection using a hybrid Al approach (Chen et
al., 2024).

The mitigation findings provide evidence that Al-
driven threat detection can support timely, risk-
based cybersecurity incident response strategies.
Alerts linked to additional threat indicators could
result in more robust mitigation steps, including
endpoint sanitization, access blocking, credential
resets, traffic blocking, or escalation to incident
response groups. Detecting an event accurately is
not enough; however, rapid response, proper
containment, and minimization of impact on
operations are key to effective and efficient
mitigation. In conclusion, the results suggest that
Al-enabled cybersecurity systems can help
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prioritize  threats and inform mitigation
decisions. At the same time, modeling and
training  still require continual updating,
validation, threshold adjustments, and human
expert review to minimize missed threats and
improve realworld operational performance

(Narayan et al., 2025, Thapaliya, 2025).

5. Conclusion

The results show that Albased cybersecurity
framework is effective in threat detection and
protection through threat and non-threat alert
classification and critical security indicator
identification of cyber-threat occurrence. The
model achieved overall high accuracy, good
specificity and model robustness, suggesting its
potential value to minimize false-positive alerts
and enhance surveillance monitoring efficiency.
Nevertheless, the occurrence of false negatives
underscores the necessity for ongoing model
improvement, threshold adjustment, and
collaboration with human experts to mitigate
missed threats. Strong associations of actual
threat status with patch status, abnormal port
utilization, geolocation-anomaly and signature
match reinforce that a hybrid of vulnerability-
based, signature-based and anomaly-based
features is critical in cyber threat analytics.
Overall, Al-based threat detection systems can
enhance cyber defense strategies by improving
alert prioritization, supporting timely mitigation
decisions, and strengthening organizational
resilience against evolving cyber threats.
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